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(5)In order to fulfill the need to have a digital evidence manual for  Investigation Directorate of 
 CBDT  a  Committee,  comprising  five  members,  was  constituted  by  CBDT’s 
 O.M.F.No.414/65/2008-IT  (Inv.I)(PT)  dated    9.2.1010  under  the  chairmanship  of  Shri. 


B.P.Gaur,  former  DGIT(Inv)Mumbai,  to  prepare  a  manual  to  guide  the  field  officers  in  the 
 matter  of  collection,  handling  and  utilization  of  digital  evidences  found  during  search  & 


seizure/survey operations. The committee submitted a draft  manual, which required revision 
 keeping  in  view  the  rapid  changes  that  have  taken  place  with  regard  to  handling  of  digital 
 evidence.  In order to update and modify the draft manual CBDT constituted a new committee 
 Vide  DO  F.No.414/65/2008-IT  (Inv-1)  dt  10.9.2014,  under  the  chairmanship  of  Shri. 


R.Ravichandran, DIT(Inv.), Bangalore, for updating the manual.   


The committee gathered information relating such manual for digital evidence used by 
other  investigation  agencies  of  the  Government  for  guiding  their  investigation  team.  The 
manual deals with the challenges posed by our investigating team to retrieve, authenticate and 
store digital evidence. The manual provides information on international best practices while 
handling digital evidence. It also collected information on various forensic tools of software 
and  hardware  used  by  the  forensic  laboratories  in  Mumbai  and  Delhi  and  also  prepared  a 
detailed Standard Operating Procedure for dealing with the forensic duplication and copying of 
digital evidence seized during search and seizure operation. The aspects relating to handling of 
Servers and ERP packages as well as accounting software used by corporates have been dealt 
with in the manual. Draft of new forms designed to be made part of the Panchnama during a 
search  process  such  as  Digital  Evidence  Collection  Form,  Chain  of  Custody  Form,  Mobile 
Device Collection Form have also been prepared. Case studies have been included to provide 
a detailed understanding on the usage of tools outlined in the manual. While certain hardware 
and software, which have been used extensively by the  Investigation  Directorate, have been 



(6)suggestions  from  stake  holders  would  be  welcome  to  ensure  that  next  edition  would  be  of 
 greater relevance and more useful.  


It is a work of its own kind for which all the officers and staff, who have contributed 
 generously through their inputs need to be applauded. I would like to thank the initiative and 
 the relentless effort taken by Shri Ramesh Kumar Yadav, CIT(Inv), CBDT in bringing out this 
 manual. I want to make special mention of Shri M.S.Nethrapal, Dy. Director of Income Tax 
 (Inv)  and  Member  Secretary  of  the  committee,  without  whose  dedicated  work,  this  Manual 
 would not have seen the light of the day. I am also grateful to other members of the committee, 
 Shri. Kumar  Ajeet,  Addl. Director  of  Income  Tax  (Inv),  Bangalore,  Shri.  Kailash  Gaikwad, 
 Jt.Commissioner of Income Tax(TDS),Mumbai, Shri J  X Peter, Dy. Director of Income Tax 
 (Inv),  Chennai,  Ms.  Swapna  Devireddy,  Dy.  Director  of  Income  Tax  (Inv),  Mumbai,  Shri. 


.Sachin  Dhania,  Asst.  Director  of  Income  Tax  (Inv),  New  Delhi  and    Shri  Krishna  Sastri 
 Pendyala,  Practice  Head-  Fraud  Management  and  Digital  Forensic,  TCS,  Hyderabad,    who 
 made significant contributions towards the content of this manual. I would also like to thank 
 Shri.  Harish  Kumar,  DIT  (Inv),  Ahmedabad,  Shri.  B.R.Balakrishnan  DIT  (Inv)-1,  Mumbai, 
 Shri. K.K.Vyawahare DIT (Inv)-2, Mumbai, Shri.V. Nagaprasad DIT (Inv), Chennai and Smt. 


M.V. Bhanumathi, DIT (Inv.)-2, New Delhi for providing inputs on case studies done by their 
 Directorate.   I also wish to thank Shri. Ravi Ramachandran, Director (Investigation), CBDT 
 for  providing  inputs  and  support.    It  would  also  be  pertinent  to  mention  the  names  of  the 
 members of the earlier committee constituted by CBDT in 2010, Shri.  B. P. Gaur Former DGIT 
 (Inv),  Mumbai,  Shri.  P.  K.  Dash  DG  Expenditure  monitoring  cell,  ECI,  Shri.  Shrikant 
 Chatterjee CIT-16, Mumbai, Shri. Satish Sharma CIT (Audit), Jaipur, Shri. R.N. Parbat CIT 
 (A)-3 Baroda, Shri. Ashish Abrol, Addl DIT (Sys), New Delhi and Shri. P. S. Shivasankarann 
 Dy Secretary, FTD, CBDT, New Delhi without whose dedicated work, this Manual would not 
 have been initiated.  I would like to place on record my sincere thanks to Shri S.K.Misra, DGIT 
 (Inv), Karnataka & Goa for his constant guidance and support. 


R.Ravichandran IRS 
      Director of Income Tax (Inv), Bangalore  
Chairman, Digital Evidence Investigation Manual Committee 



(7)
(8)Chapter No.  Description  Page No 


1  Introduction & Background  1-6 


2  The Digital Evidence  7-32 


3  Introduction to Digital Evidence Investigation and 
 International Best Practices  


33-35 


4  Important Related Terms  36-40 


5  Pre Investigation Assessment of Digital Evidences  41-51 


6  Forensic Collection of Digital Evidences  52-68 


7  Analysis of Digital Evidences       69-85 


8  Documentation and Seizure of  Digital Evidences  86-88 
 9  Reporting of Analysis in Assessment Order and Archival of 


Digital Evidences 


89-92 


10  Mobile Forensics  93-95 


11  Cyber Forensic Labs and Data Extraction Centres  96-104 


12  Case Scenario’s  105-108 


13  Annexure-1: Backup with Few Softwares- Examples  119-123 
 14  Annexure-2: Imaging/Cloning- Few Examples  124-138 
 15  Annexure-3: On the Spot Recovery of deleted data-


Examples 


139-145 


16  Annexure-4: Some Examples of Mobile Devices Backup  146-165 



(9)18  Annexure-6:Details of Various Legal Provisions associated 
 with Digital Evidence  


169-190 


  19  Annexure-7: Digital Evidence Collection Form  191 


20  Annexure-8: Chain of Custody Form  192 


21  Annexure-9: Mobile Phone Evidence Collection Form  193-194 



(10)
Chapter 1 



Introduction & Background 



1.1.  Introduction 


One  of  the  most  significant  and  influential  inventions  of  20th  century  was  the 
 Computer. There has been a sea change in the purposes and the manner in which computers 
 are used with advent of microprocessor technology and digital communication. The computer 
 started  with  being  a  giant  calculating  machine.  It  then  metamorphosed  itself  into  a  stand-
 alone personal tool for performing assorted routine tasks like word processing and accounting 
 and  then  to  today‘s  network  device  permeating  virtually  everything  including  instantaneous 
 and global personal and business interaction. The way business is conducted and records are 
 maintained today is a far cry from days past. Accordingly, in enforcement agencies including 
 the  Income  tax  department,  more  and  more  information  is  being  stored,  transmitted  or 
 processed in digital form.  


The  law  of  the  country  has  also  taken  cognizance  of  this  reality.  The  Information 
Technology  Act,  2000  has  been  enacted  recognising  electronic  records  as  evidence, 
governing  access  to  and  acquisition  of  digital  and  electronic  evidence  from  individuals, 
corporate  bodies  and/  or  from  the  public  domain.  By  way  of  this  enactment,  amendments 
were  also  brought  in  other  laws  like  Indian  Penal  Code,  Indian  Evidence  Act  and  Criminal 
Procedure Code, (Cr.PC).  The Income-tax Act, 1961 has also been amended thrice by way of 
Finance Act 2001, Finance Act 2002 and Finance Act 2009 thereby according recognition to 
electronic evidence, facilitating access to them and giving when need be, powers to impound 
and seize them.By Finance Act, 2001, Clause (22AA) was inserted in Section 2 to provide that the 
term "document" in Income Tax Act, 1961, includes an electronic record as defined in clause (t) of 
sub-section (1) of section 2 of the Information Technology Act, 2000. By Finance Act, 2002, 
Clause (iib) was inserted in Sub-Section (1) of Section 132 requiring any person who is found 
to be in possession or control of any books of account or other documents maintained in the 
form  of  electronic  record  as  defined  in  clause  (t)  of  sub-section  (1)  of section  2 of  the 
Information  Technology  Act,  2000  (21  of  2000),  to  afford  the  authorised  officer  the 



(11)necessary facility to inspect such books of account or other documents; and by Finance Act, 
 2009,  clause  (c)  was  inserted  in  sub-section  (1)  of  Section  282  providing  that  service  of 
 notice  in  the  form  of  any  electronic  record  as  provided  in  Chapter  IV  of  the  Information 
 Technology Act, 2000 (21 of 2000) will constitute valid service


   Maintaining  the  integrity  of  electronic  evidence  through  various  processes  such  as 
 identification  of evidence,  retrieval  of deleted evidence,  examination  of  such evidence,  etc., 
 presents  problems  which  are  different  from  the  problems  encountered  in  handling  of 
 traditional  physical  or  documentary  evidence.  This  Manual  attempts  to  recommend  basic 
 operating  procedures  for  handling  digital  evidence.  This  includes  procedures  for  getting 
 access to digital evidence, acquisition of the same, their analyses and seizure maintaining the 
 integrity of information taken from stand-alone electronic media, servers and networks where 
 digital information/ evidence may be stored.  



1.2.  The Challenges: 


  The records including books of account maintained on papers are mostly replaced by 
 documents in digital form. 


   Most organisations use networks connecting different PCs, and servers spread across 
 geographical  locations  and  even  sovereign  jurisdictions  not  only  for  communication 
 but also for conduct of day to day business. 


  Computer data including books of account are easy to modify, alter, delete or hide. 


  It is very easy to protect data by passwords and encryption making deciphering of real 
 data an extremely difficult task 


  The data storage devices come in a large variety of technology, shapes and sizes e.g. 


Hard disks- IDE/ATA/PATA/SATA/SCSI/SAS 
 Laptop Hard Disks – 2.5‖ & 1.8‖ 


USB Pen-drives and various types of Flash drives. 


USB i-Pods, USB MP3 players  
 CD & DVD Media, Floppy Media  


Mobile SIM cards, Memory Card & Device‘s internal memory 


Discovery  of  these  devices  and  retrieval  of  the  data  stored  therein  presents  a 
challenge.  



(12)  Different  kind  of  software,  platforms  and  customized  applications  used  for  varied 
 business purposes. 


  Digital  data  being  often  stored  on  networked  servers  which  are  normally/  remotely   
 accessed.  Instances  of  such  data  being  placed  on  shared  International  Networks  and 
 Platforms having transnational jurisdictions have come to light. The server may not be 
 available for seizure during survey or search. Instead, all data may be stored in, what 
 they call, ―cloud server‖, i.e., a server located in even a foreign country thousands of 
 miles away and the searched / surveyed party is sitting merely with a monitor/ laptop. 


  Specialised skills are required to identify relevant data, safely retrieve them,  properly 
 analyze  them  for  their  evidentiary  value,  and  to  subsequently  produce  them  in  a 
 manner  that  their  integrity  can  be  established  in  any  formal  proceedings  such  as 
 assessment/  appeals  and  prosecution,  etc.  With  ever  changing  and  improving 
 technology, skills are also required to be honed and updated regularly.  


  The  environments  in  which  Income-tax  Authorities  function  during  field  actions  are 
 different  from  other  law  enforcement  agencies.  Thus,  the  requirement  of  standard 
 procedure for Income-tax Department is slightly different and needs to be flexible as 
 compared to other agencies dealing with other crimes/laws.  



1.3.  Current practices in the department 


There are at present no uniform instructions on how to access computer systems, other 
 digital devices and retrieve digital data during a search operation. Different practices 
 are being followed-  


  Taking hard copies of data and seizing the same 


  Using  a  CD  writer  or  USB  pen  drive  or  USP  Portable  Hard  Drive  to 
 take copy of data on the original hard disk 


  Seizing Hard disks or computers and taking them to office  


Very often, copying is done with Windows utilities and without any forensic software. 


1.4  
Shortcomings of current practices


1.4.1    These  methods  are  forensically  unsound.  If  proper  procedures  are  not  followed  data 
integrity  and  authenticity  can  be  compromised.  Some  of  the  grounds  on  which  integrity  of 



(13)seized data can be challenged are: 


  When a system, seized on a particular date, is switched on/ booted at a later date 
 to  view  its  content,  the  date  and  time  of  opening  these  files  automatically  get 
 modified. 


  If a seized system is not booted on its own and its hard disk is attached to another 
 system,  even  then  Operating  System  has  an  automatic  functionality  to  write  to  all 
 attached  media.  Folders  with  the  system  restore-tag  get  created  in  all  new  disks 
 attached  to  the  Investigator‘s  (  An  officer/  official  of  the  department  entrusted  with 
 the task of investigation) system. Further, the anti-virus software on the Investigator‘s 
 system scans files on the seized hard drive, in the process changing the date and time. 


The anti-virus program may even delete or quarantine critical evidence on the seized 
 disk. 


  Accessing  a  system  or  hard  disk  in  any  way  without  the  use  of  ‗write-protect‘ 


devices  causes  change  in  the  hash  value  or  digital  fingerprint  of  the  disk.  This  can 
 render the evidence on such disks inadmissible. 


1.4.2  Sometimes  even  valuable  data  may  be  lost  because  of  the  use  of  unsound 
 methods: 


  Logic Bombs:   Some  systems  are  loaded  with  destructive  software  tools 
 which get activated if the system is not shut down / started with a particular set 
 of  keystrokes.  These  can  cause  severe/  unannounced  damage  to  the  file 
 systems as well as to critical files if programmed to do so. It is important that 
 the investigating team does not in any way trigger them. 


  Live Data:  If a system is active or live when the search or survey team enters 
the premises and if these systems are made to shutdown, then the live data in 
systems  mainly  the  RAM  memory  can  not  be  retrieved.    Such  data  are  most 
vital  in  some  cases  because  RAM  may  contain  recently  used  passwords, 
details  used  in  internet  transactions  etc.    The  programs  and  the  processes 
which  were  running  in  the  system  may  get  closed  leaving  no  clue  on  such 
information. 



(14)1.4.3  Some other ill consequences of using above methods can be as under: 


  Password:    In  a  case  where  the  system  has  password(s),  shutting  down  the 
 system would create problems in opening the same later without knowing the 
 password(s) and cracking the same is a time - consuming process.  


  Another  major  problem  in  the  current  work  practices  is  that  the  retrieval  of 
 hidden, password - protected and deleted files. These files cannot be retrieved 
 by making copies of the hard disk or taking its printouts. 


  Lack  of  knowledge  on  some  new  server  architecture  such  as  RAID,  where 
 normal cloning process doesn‘t work. 



1.5  The objective of Manual 


This  manual  is  an  attempt  to  provide basic information  about  the  digital  evidence,  its 
 nature,  legal  implications  and  also  to  lay  down/  recommend  basic  ingredients  of 
 standard  procedure  to  handle  digital  evidence  right  from  its  identification  to  its 
 acquisition/ seizure and its analysis. 


         The aim of this manual is to apprise the user of : 
 i.  The basic nature of digital evidence; 


ii.  Basic  legal  provisions  relating  to  digital  evidence  in  Income-tax  Act 
 and  other  laws  including  Information  Technology  Act  and  Indian 
 Evidence Act; 


iii.  Basics of Computer Forensics and international best practices; 


iv.  Identification and preliminary analysis of Digital Evidence; 


v.       Recommended  Standard  Operating  Procedures  and  documentation  to 
 acquire and/or seizure of Digital Evidence maintaining authenticity and 
 integrity of Digital Evidence; 


vi.  Analysis of Digital Evidence; 


vii.  Archival of Digital Evidence; 


viii.  Mobile Forensic 



(15)ix.  Information about cyber forensic facilities. 


x.   Case Studies in Digital Evidence Forensic 


Though  the  requisite    hardware/  software  and  technical  support  is  not  available  in  several 
 stations,  the  departmental  officers  are  advised  to  take  initiative  and  create  necessary 
 infrastructure  and  awareness  and  follow  the  recommended  procedures  as  far  as  possible. 


Some of the examples given on various softwares/hardwares are only used for illustration and 
in no way recommendatory or mandatory to be used. 
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Chapter 2  



The Digital Evidence 



2.1  What is Digital Evidence?  


 ―Digital  evidence‖  or  ―Electronic  Evidence‖  is  any  probative  information  stored  or 
 transmitted  in  digital  form  that  may  be  used  before  the  courts/  Income-tax  authorities.  


Section 79A of the IT(Amendment) Act 2008 defines electronic form evidence as  


“ any information of probative value that is either stored or transmitted in electronic 
 form and includes computer evidence, digital audio, digital video, cell phones, digital 
 fax machines” 


The main characteristics of the digital evidences are, 
 1.  It is latent as fingerprints and DNA 


2.  Can transcend national borders with ease and speed 


3.  Highly  fragile  and  can  be  easily  altered,  damaged  or  destroyed  and  also  time 
 sensitive.  


For  these  reasons,  special  precautions  should  be  taken  to  document,  collect,  preserve  and 
 examine this type of evidence.   



2.2- Digital Devices: Sources for Digital Evidences 


The use of digital devices in day to day life has increased tremendously.  Accordingly, 
we  may  come  across  a  wide  range  of  the  digital  evidence  which  include  E-mail  word 
processing  documents,  data  base  tables,  files  saved  from  accounting  programmes,  digital 
photographs, ATM transaction logs, instant message histories, internet browser histories, the 
contents  of  computer  memory,  computer  back-up,  global  positioning  system  tracks,  digital 
video or sound files,  data stored in mobile telephones and the data stored in all types memory 
storage  devices.    To  help  the  understanding  of  the  investigating  officers,  a  compilation  of 
various devices and the potential evidences these devices may contain is provided below: 



(17)Sl 
 No  


Digital Device  Potential Evidence 


1  A Desktop 
 Computer 


The device contains all the files 
 and  folders  stored  including 
 deleted  files  and  information 
 which  may  not  be  seen 
 normally.  Analysis  of  key 
 document  files  like  word 
 documents,  excel  files,  email‘s, 
 tally  data  may  help  in 
 unearthing  potential  evidences. 


Retrieval  of  deleted  files  using 
 Cyber  Forensics  can  help  get 
 key  evidences  that  have  been 
 destroyed. 


2  Pen Drives  The  device  stores  many  files 


and  may  be  hidden  easily.    In 
 many cases the parallel books of 
 accounts  maintained  as  tally 
 data  or  excel  sheets  are  kept  in 
 Pen  Drives  that  can  be  easily 
 hidden  


3  Hard Drives  The  device  stores  many  files 


and  may  be  hidden  easily.  


Backup  of  earlier  years  may  be 
 kept and may be easily hidden.


4  Handheld  Devices 
 like Mobile Phones 
 (  Smart  Phones), 
 Electronic 


Organizer,  IPAD, 
 Personal  Digital 
 Assistant etc 


Much  information  can  be 
 obtained  from  the  devices  like 
 Address  Book,  Appointment 
 calendars/information, 


documents, emails, phone book, 
 messages(  text  and  voices), 
 video  recording,  email 


passwords  etc.  Many 


applications  like  CHAT, 
Whatsapp  application  can  store 



(18)many  crucial  conversations 
 important  for  the  investigations.


Remittances  and  transactions 
 are  done  by  fund  transfer 
 through  mobile  phone  service 
 providers  utilizing  money 
 deposited  with  the  latter 
 bypassing  banking  channels.  A 
 person  may  do  all  his  business 
 through a mobile phone without 
 any  computer  or  laptop  or 
 warehouse for his inventory – as 
 example,  online  business 
 platform  www.amazon.com 
 maintains  huge  warehouse  at 
 several  places  in  India  where 
 online  traders  can  store  their 
 merchandise.  In  such  cases  the 
 trader may make all transactions 
 through  mobile  phone  and  store 
 in  small  external  microchips 
 making detection difficult. 


5  Smart  cards, 
 Dongles  and 
 Biometric 


Scanners 


The  device  itself  enables  to 
 understand  the  user  level 
 access  to  various  information 
 and places.  


6  Display Monitor ( 
 CRT/LCD/TFT 
 etc),  Screens  of 
 Mobile  Phones  if 
 switched on 


All the graphics and files that 
are  open  and  visible  on  the 
screen  in  the  switched  on 
systems  can  be  noted  as 
electronic  evidence.  This 
evidence  can  be  captured 
only  in  video,  photographs 
and  through  description  in 



(19)seizure memos 
 7  Answering 


Machines 


The  device  can  store  voice 
 messages  and  sometimes,  the 
 time  and  date  information 
 about  when  the  message  was 
 left.  It  may  have  details  such 
 as  last  number  called, 
 memos,  phone  numbers  and 
 names,  caller  identification 
 information  and  also  deleted 
 messages. 


8  Local  Area 


Networks ( LAN) 
 Card  or  Network 
 Interface Cards 


The  device  itself  is  a  digital 
 evidence  and  may  contain 
 crucial evidences 


9  Modems, 


Routers,  Hubs 
 and Switches 


The  device  may  contain 
 details  of  IP  addresses  where 
 the actual data is stored. 


10  Servers  Contains  crucial  data  on 


business  related  applications 
like  SAP,  ERP,  CRM,  Mail 
Servers.  The  device  is  a 
potential evidence for pulling 
out  audit  logs  using  forensic 
analysis.  Analysis  of  emails 
of  key  persons  from  Mail 
Servers  can  help  in  finding 



(20)crucial evidences required for 
 the case. 


11  Removable 
 storage  devices 
 like  SD  Cards  in 
 Mobile phones 


All  new  generation  phones 
 use  these  and  store  files  in 
 which evidence can be found. 


12  Scanners  and 
 Copiers 


The  device  itself,  having  the 
 capability  to  scan  may  help 
 prove  illegal  activity  like 
 making  bogus  bills  etc. 


Copiers  may  also  contains 
 stored  data  which  can  be 
 crucial evidences. 


13  Digital Cameras  The device can be looked for 


images,  videos,  sounds, 
 removable  cartridges,  time 
 and date stamps 


14  Pagers  The device can be looked for 


address  information,  Text 
 message and phone numbers 


15  CD/DVDs/  The  device  stores  many  files 


which  may  contain  the 
evidence 



(21)16  Facsimile 
 Machines 


The  device  stores  some 
 documents,  phone  numbers, 
 send/receive  logs  that  can 
 contain the evidence. 


17  Global 
 Positioning 
 Systems(GPS) 


The  device  may  provide 
 travel  logs,  home  location, 
 previous  destinations  etc 
 which  may  be  crucial  in 
 finding  places  where 
 evidences may be stored. 


18  Cloud  Data 


Servers 


The device is available on all 
 smart phones and tablets. The 
 Cloud  may  be  used  to  store 
 hidden  data  where  crucial 
 evidences  may  be  stored.


Some  enterprises  offer 
 service  for  storage  of 
 commercial  data  in  servers 
 located  in  foreign  countries 
 and  business  data  are  stored 
 there  through  internet  – 
 which can be accessed as per 
 terms and conditions. 


From the digital devices, two types of evidences are possible, one is persistent evidence and 
 other is volatile evidence: 


  


  Persistent  evidence: the  data  that  is  stored  on  a  local  hard  drive  and  is  preserved 
when  the  computer  is  turned  off.  For  example,  Documents  (word,  slide,  sheet,  pdf), 



(22)Images, Chat log, Browser history, Registry, Audio / Video, Application, Email, SMS / 
 MMS,Phone book,Call log 


  Volatile evidence: any data that is stored in memory, or exists in transit, that will be 
 lost when the computer loses power or is turned off. For example, Memory, Network 
 status and connection, Process running, Time information 


It  is  to  be  noted that in certain  cases, where volatile evidence is  crucial, switching off  a 
 switched on system may result in destruction of volatile evidence. 



2.2- Digital Forensics-What is it and its significance? 


Digital forensics is the process of identifying and collecting digital evidence from any 
 medium, while preserving its integrity for examination and reporting. It can be defined as the 
 discipline  that  combines  elements  of  law  and  computer  science  to  collect  and  analyze  data 
 from  computer  systems,  networks,  wireless  communications,  and  storage  devices  in  a  way 
 that is admissible as evidence in a court of law.  


Digital  evidence  gathering  is  becoming  an  increasingly  powerful  tool  for  the 
 department  in  its  fight  against  tax-evasion.  It  can  be  used  individually  as  key  evidence  or 
 alongside  more  traditional  methods  of  evidence  gathering,  where  it  could  serve  as  a 
 complement to other types of evidence. Furthermore, digital evidence may help in the course 
 of the investigation phase to prepare the next steps. 


In a nutshell, the significance of digital evidence analysis is that it: 


  Help reconstruct past event or activity 


  Show the evidence of policy violation or illegal activity 


  Ensure the overall integrity of network infrastructure 
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2.2- Digital Forensics-Various Branches 


The branch of Digital forensics can be classified as follows: 


1.  Disk  Forensics  deals  with  extracting  information  from  storage  media  in  the  form  of 
 active , deleted files and data from unallocated , slack spaces 


2.  Network  Forensics  is  a  branch  of  Cyber  forensics  dealing  with  monitoring  and 
 analysis of computer network traffic for the purposes of information gathering, legal 
 evidence or intrusion detection 


3.  Database Forensics is a branch of digital forensic science relating to forensic study of 
 databases and their related meta data. This may be of help in understanding the time 
 stamp  of  the  database  data  created  to  see  whether  any  manipulations  where  done  in 
 the original database 


4.  Mobile  device  forensics  deals  with  examining  and  analyzing  mobile  devices  to 
 retrieve call logs, SMS/MMS, videos, audios, photos etc.  


5.  Email Forensics deals with recovery and analysis of emails including deleted emails, 
 calendars and contacts 


6.  GPS  Forensics  deals  with  examining  and  analyzing  GPS  devices  to  retrieve  Track 
 logs, Track points, routes , stored locations, home offices etc 



2.3- Key Elements of Digital Forensics 


Key Elements of Digital Forensic are as follows: 


1.  The  identification  and  acquiring  of  digital  evidence: Knowing  where 
the digital evidence is present, stored and what  are the processes that can 
be used to  retrieve the digital  evidences  is  the first  step. It  is  noticed that 
usually  in  big  corporations,  where  huge  number  of  digital  devices  is 
present,  identification  of  crucial  digital  evidences  will  save  time  in 
analysis of digital  evidence and  also  cost.  Many a times it is  noticed that 
customized software‘s like ERP/SAP are used and the strategy to retrieve 
the entire software should be discussed with the system administrator. It is 
also  important  to  identify  the  types  of  information  stored  and  the 
appropriate technology that can be used to extract it. After the evidence is 



(24)identified the  forensic examiner/investigator should image/clone the hard 
 disk or the storage media 


2.  The  preservation  of  digital  evidence  should  be  done  in  such  a  manner 
 that  there  is  no  possible  alteration,  damage,  data  corruption  or  virus 
 introduction during the process of examination.  


3.  The analysis of digital evidences involves discovering all the files on the 
 subject system. This includes existing normal  files, deleted  yet remaining 
 in Recycle bin, hidden files, password-protected files and encrypted files. 


The analysis also includes retrieval of deleted files and also gives accesses 
 to  hidden  files,  temporary  files  and  protected  files.  In  many  business 
 specific applications like customized jeweler software/real estate software, 
 may  give  details  of  reports  required  for  day  to  day  functioning  of  the 
 organization.  


4.  Report the findings, means giving the findings, in a simple lucid manner, 
 so  that  any  person  can  understand.  The  report  should  give  description  of 
 the items, process adapted for analysis, chain of custody on the movement 
 of digital evidence, hard and soft copies of the findings, glossary of terms 
 etc 


5.  The  presentation and use of digital evidence in assessment order and 
 presentation of the same in court of the law in matters of appeal involves 
 stating the credibility of the processes employed during analysis for testing 
 the authenticity of the data. 



2.4- What Cyber Forensics Can Reveal to AO 


Digital Evidence actually has several advantages over other kinds of physical evidence: 


  It  can  be  duplicated  exactly  and  a  copy  can  be  examined  as  if  it  were  the 
 original. Importantly, copies made following proper procedures have the 
 same  evidentiary  value  as  the  original. It  is  a  common  practice  when 
 dealing  with  digital  evidence,  to  examine  a  copy  thus  avoiding  the  risk  of 
 damaging the original. 


  With the right  tools it is very  easy to determine  if digital  evidence has been 



(25)modified or tampered with by comparing with the original. 


  It  is  possible  to  recover  and  analyze  deleted  files  that  have  not  been 
 overwritten, as well as carving out portions of files and text from unallocated 
 and slack space 


  It is possible to do String and Key word searching for finding key files either 
 present, deleted files etc 


  It  is  possible  to  do  time  line  analysis  to  see  when  the  digital  evidence  was 
 created, modified, changed, merged with other files etc 


  It  is  possible  to  know  manipulations  in  data  by  seeing  changes  done  by 
 unauthorized persons in the data. 



2.5  The challenges in dealing with Digital Evidence. 


  The digital evidence collected and presented should be admissible in law and 
 steps should be taken to maintain integrity of the data.  


  Digital  evidence,  which  is  ephemeral,  poses  problems  for  searching  and 
 seizing.  Computer  data  changes  moment  by  moment  and  is  invisible  to  the 
 eye.  It  can  be  viewed  indirectly  only  after  applying  proper  procedures  and 
 processes for collecting evidence.  


  Problems posed by recovery of deleted evidence are the challenges which law 
 enforcement agencies have to tackle. 


  It is very easy to keep digital data in encrypted or password protected mode. It 
is  difficult  to  decipher  the  real  information  without  knowing  and  getting  the 
password or without having the key to the encryption  
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2.6-The Legal Background: 


2.6.1  The Information Technology Act-2000 has been enacted to provide legal recognition 
 to  transactions  carried  out  by  means  of  electronic  data  interchange  and  other  means  of 
 electronic  communication,  which  involve  the  use  of  alternatives  to  paper-based  methods  of 
 communication  and  storage  of  information.  The  same  enactment  has  also  brought 
 amendments  in  the  Indian  Penal  Code,  1861,  the  Indian  Evidence  Act,  1872,  the   
 Bankers' Books Evidence Act, 1891 and the Reserve Bank of India Act, 1934.  


2.6.2  As far  as  Income-tax Act,  1961 is  concerned, it  has been  amended  thrice by  way of 
 Finance Act, 2001, Finance Act, 2002 and Finance Act, 2009 respectively.  


   By way of first amendment, provisions of sub-section (12A) of section 2 was 
 inserted  to  give  legal  recognition  to  the  books  of  account  maintained  on 
 computer  and  sub-section  (22A)  to  section  2  was  inserted  to  provide 
 definition  of  ‗document‘  which  included  ―electronic  record‖  as  defined 
 under Information Technology Act 2000. 


Under  Information  Technology  Act  2000  an  electronic  record  has  been  defined  to 
 include  data,  record  or  data  generated,  image  or  sound  stored,  received  or  sent  in  an 
 electronic form or micro film or computer generated micro file. This definition of electronic 
 record  is  wide  enough  to  cover  person  in  possession  of  computer,  storage  device,  server, 
 mobile phone, i-Pod or any such device. 


The above amendment has thus specifically given recognition to electronic record as 
 admissible  evidence  at  par  with  a  ‗document‘.  Further,  the  powers  to  impound/copy  a 
 document  during  a  survey  action  u/s  133A  and  power  to  seize  a  document  during  a  search 
 and seizure operation has also been automatically extended to electronic records as a result of 
 the amendment.  


 By way of second amendment, provisions of section 132 (1)(iib) were inserted 
facilitating  access  to  the  electronic  devices  including  computer,  containing 
document or books of accounts in the form of electronic records by making 



(27)it  obligatory  for  the  person  under  control  of  such  device  to  afford  the 
 necessary facility to inspect such records.   


By  Finance  Act,  2009,  clause  (c)  was  inserted  in  sub-section  (1)  of  Section  282 
 providing  that  service  of  notice  in  the  form  of  any  electronic  record  as  provided  in 
 Chapter  IV  of  the  Information  Technology  Act,  2000  (21  of  2000)  will  constitute 
 valid service.  


2.6.3  Under Indian Evidence Act there are several references to documents and records and 
 entries in books of account and their recognition as evidence. By way of the THE SECOND 
 SCHEDULE  to  the  Information  Technology  Act  Amendments  to  the  Indian  Evidence  Act 
 have  been  brought  in  so  as  to,  incorporate  reference  to  Electronic  Records  along  with  the 
 document giving recognition to the electronic records as evidence. 


Further,  special  provisions  as  to  evidence  relating  to  electronic  record  have  been 
 inserted in the Indian Evidence Act, 1872 in the form of section 65A & 65B, after section 65. 


These provisions are very important. They govern the integrity of the electronic record as 
 evidence, as well as, the process for creating electronic record. Importantly, they impart 
 faithful output of computer the same evidentiary value as original without further proof 
 or production of original. Accordingly, while handling any digital evidence, the procedure 
 has to be in consonance of these provisions.   


2.6.4  Under Indian Penal Code several acts of omission and commission relating to various 
 documents  and  records  are  treated  as  offences.  By  way  of  the  THE  FIRST  SCHEDULE  to 
 the  Information Technology Act,  Amendments  to  the  Indian Penal  Code have been brought 
 in, so as to incorporate reference to Electronic Records along with the document.  



2.7  The sanctity and relevance of Digital Evidence 


As  in  the  case  of  written  or  oral  evidence,  digital  evidence  can  also  be  classified  into  three 
 main categories: 


i.  Material  evidence:    Material  evidence  is  any  evidence  that  speaks  for  itself 
without relying on anything else. In digital terms, this could be a log produced 
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 a  day-to-day  basis  on  the  computer,  or  any  inventory  management  account 
 maintained  on  the  computer  etc.,  if  it  can  be  shown  to  be  free  from 
 contamination.  


ii.  Testimonial  evidence:  Testimonial  evidence  is  evidence  supplied  by  a 
 witness.  This  type  of  evidence  is  subject  to  the  perceived  reliability  of  the 
 witness, But if the witness is considered reliable, testimonial evidence can be 
 almost  as  powerful  as  material  evidence. For  example,  word  processor 
 documents written by a witness could be considered testimonial as long as 
 the author is willing to depose that he wrote the same. 


iii. Hearsay:  Hearsay  is  any  evidence  presented  by  a  person  who  is  not  a  direct 
 witness.  Word  processor  documents  written  by  someone  without  direct 
 knowledge of the incident or documents whose authors cannot be traced fall in 
 this  category?  Except  in  special  circumstances,  such  evidence  is  not 
 admissible  in  court  of  law.  But  even  such  evidence  may  constitute  material 
 and may be very relevant in Income-tax proceedings, which are not bound by 
 technical rules of evidences. Otherwise also, they can provide important leads 
 for further investigation. 


Accordingly,  merely  gathering  electronic  evidence  is  not  sufficient.  Efforts  have  to  be 
 made to corroborate the contents therein vis-à-vis other evidence such as material and 
 oral.  Preliminary  and  detailed  statements  of  the  persons  in  control  of  computers/ 


electronic devices are always very important. 



2.8  Importance of standard procedures to deal with Digital Evidences 


From  the  above  discussion  on  the  nature  and  legality  of  digital  evidence,  it  is  clear 
that investigation in an automated environment require standard methods and procedures for 
the following main reasons: 
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 of law. This should be easier if standard procedures are formulated and followed. This 
 would  also  facilitate  exchange  of  evidence  in  cases  having  interdepartmental  and 
 international  ramifications  especially  if  investigators  from  other  departments  and 
 countries collect evidence in similar manner. 


ii.  Every care must be taken to avoid doing anything which might corrupt or add to the 
 data,  even  accidentally  or  cause  any  other  form  of  damage.  The  use  of  standard 
 methods  and  procedures  would  diminish  this  risk  of  damage.  In  some  cases,  some 
 data may be changed or over-written during the process of examination. Thus, there is 
 need  for  a  thorough  understanding  of  technology  which  is  being  used  by  the 
 investigator  for examination and also  need for its documentation so  that it  would be 
 possible to explain the causes/ effects later on in a court of law. 


iii. Some  of  the  most  important  reasons  for  improper  evidence  collection  are  poorly 
 written  policies,  lack  of  an  established  incidence  response  plan,  incidence  response 
 training and a broken chain of custody. 


“Chain  of  custody”  is  the  roadmap  that  shows  how  evidence  was  collected,  analyzed  and 
 preserved in order to be presented as evidence. Establishing a clear chain of custody is critical 
 because  electronic  evidence  can  be  easily  altered.  A  clear  chain  of  custody  would 
 demonstrate  that  electronic  evidence  is  trustworthy.  Preserving  a  chain  of  custody  for 
 electronic evidence, at a minimum, requires that; 


i.  No  data  has  been  added,  changed,  deleted  from  the  seized  information 
 evidence. 


ii.  The seized /information evidence was duplicated exactly and completely. 


iii. A reliable and validated duplication process was used. 


iv. All media were secure and safe. 



2.9  Fundamentals of procedure to deal with digital evidence. 


2.9.1      For ensuring integrity of the evidence being seized - Write Blocking 


  It  is  essential  that  no  changes  should  be  made  while  handling  digital 



(30)evidence.  A  change  of  a  single  Bit  may  render  the  whole  evidence 
 inadmissible.  This  can  be  achieved  by  write  blocking  the  storage  media 
 which  is  intended  to  be  acquired/seized  by  adopting  a  technology 
 commonly referred to as ―Write Block‖ 


  This  is  a technology, which ensures that nothing  is  written on a particular 
 storage media that has been write blocked. 


  This technology can be implemented both through hardware and software. 


2.9.2   Duplicating evidence for analysis – Acquisition of Evidence- Bit flow technology 


  It is essential and advisable that the original evidence should not be used 
 for analysis, since digital technology permits to make exact replicas of any 
 digital evidence. This can be done safely by making a bit stream back-up. 


  Bit steam Back-up: This is a process by which a storage media is copied 
 by  reading  each  bit  and  then  transferring  it  to  another  storage  media 
 thereby  ensuring  that  an  exact  copy  of  the  original  digital  evidence  is 
 prepared. 


  Bit  stream  imaging  differs  from  copying  in  that  copying  applies  to  data 
 that is not deleted and whose location is recorded in the FAT whereas, bit-
 stream  imaging  captures  and  copies  all  data  on  a  disk  including  deleted 
 files,  swap  files,  slack  space,  FAT  unallocated  space  and  FAT  un-
 addressed  space.  Bit-stream  backup  is  a  mirror  image  of  the  copied  disk 
 with the same hash value. 


2.9.3   For Authentication and Seizure of Evidence -Mathematical Hashing: 


Mathematical  hashing  is  equivalent  to  one-way  encryption.  Every  digital  evidence  at  the 
lowest  level  translates  into  a  big  numerical  number.  When  the  digital  device  or  data  is 
encrypted using a hashing algorithm, it results in a new number of a fixed length called the 



(31)dark message  digest.  The  hashing  algorithm  has  some  unique  characteristics,  which  are  as 
 follows: 


  Message digest always of a fixed length: The digital evidence may be of any 
 size,  but  on  application  of  the  hash  algorithm  the  resultant  message  digest 
 would always be of a fixed length. 


  Message  digest  is  a  randomly  generated  number:  The  message  digest  is  a 
 randomly  generated  number.  However,  if  the  contents  of  the  digital  evidence 
 remain the same, the hash algorithm  would generate the same message digest 
 every  time  it  is  applied  on  the  digital  evidence.  This  property  is  useful  in 
 authenticating  seized  digital  evidence  before  a  court  of  law.  If  application  of 
 hash  algorithm  on  digital  evidence  in  a  court  of  law  results  in  the  same 
 message digest as was obtained during the time of seizure, it indicates that the 
 presented evidence is the same as what was seized. 


  One-way  hash  function:  It  is  computationally  not  feasible  to  determine  the 
 contents of the digital evidence if somebody knows the message digest. Hash 
 algorithm is a one-way function. This property is of great importance from the 
 legal point of view, since it prevents manipulation of digital evidence as no one 
 can  predict  the  message  digest  that  would  be  generated  of  evidence  is 
 manipulated. 


  Collusion  free  hash:  The  odd  that  two  digital  evidences  with  different 
 contents  have  the  same  message  digest  is  roughly  2  to  the  power128  (i.e.  34 
 followed by 37 zeros). Their  properties have two advantages: 


o  Each digital evidence can be seized uniquely by specifying its  
 message digest. 


o  If two digital evidences have the same message digest there is  
a reasonable certainty that their contents match exactly. 
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By  comparison  of  the  message  digest  of  acquired  evidence  with  the  message  digest  of  the 
 original the integrity of the acquired can be authenticated, if both message digests are same. 


However, if the two messages do not match, it is impossible to determine what has changed.  



2.8   Important terms in collection of Digital Evidence 


  Seizure:  The process of generating a unique identity (Message Digest) of 
 the  digital  evidence  in  a  write  block,  and  trusted  environment,  which  is 
 thereafter  taken  in  the  custody  of  the  law  enforcement  official  for  the 
 purpose of investigation. 


  Acquisition:  The  process  of  making  Bit-stream  image  of  the  digital 
 evidence proposed to be seized in a write block and trusted environment. 


The process is deemed to be successfully completed if the message digest 
 of  the  original  digital  evidence  being  seized  matches  with  the  message 
 digest of the Bit stream backup copy made on a forensically sterile storage 
 media. 


  Seizure  and  Acquisition  –  The  process  of  simultaneously  generating  a 
 message digest and a bit-stream backup of the digital evidence proposed to 
 be seized in  write block and trusted environment. The process  is  deemed 
 to  be  successfully  completed  if  the  message  digest  of  the  original  digital 
 evidence  being  seized  matches  with  the  message  digest  of  the  bit  stream 
 backup copy made on a forensically sterile storage media. 



2.10  Search and seizure of Physical Evidence vs. Digital Evidence 


2.10.1 The search & seizure action u/s.132 of the I T Act is authorized when the designated 
 authorities have reasons to believe that; 


i)  A  person  is  in  possession  of  certain  books  of  account/  documents  which  are 
relevant  for  or useful  to  any  proceedings  under  Income-tax  Act  which  the  said 
person  has  not  produced  when  asked  to  do  so  or  there  is  a  likelihood  of  such 
person  not  producing  these  documents/  books  of  account  before  Income-tax 
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or 


ii)  The person is in possession of money, bullion, jewellery or other valuable article 
 or thing (assets) which represent wholly or partly some undisclosed income. 


2.10.2   In  the  conventional  search  of  a  premise  the  search  team  physically  searches  for  the 
 relevant documents/ books of account  and assets in the premises. The relevant assets/ 


documents are also seized during the course of search. It is very easy to  visualize the 
 search operations involving a physical item including an asset or document other than 
 an  electronic  document.  The  rules  and  procedures  are  also  well  laid  out  in  respect  of 
 search  and  seizure  of  physical  items.  The  authorized  officers  are  also  generally  very 
 clear  about  identification  of  relevant  documents  and  assets  which  are  required  to  be 
 seized. 


2.10.3   The  act  of  entering  the  premises  triggers  a  ―search‖.  Once  legitimately  inside  the 
 premises,  the  Search  team  is  entitled  to  force  access  to  all  places  within  the  said 
 premises. When the search team has a warrant, it is allowed to take away any evidence 
 of undisclosed income/ asset. The widespread use of computers in recent years has led 
 to a new type of situation in searches of data stored on computer hard drives and other 
 storage devices. Though it is fundamentally similar to the search of physical evidence 
 but in practice is substantially different. The Rules and Procedure governing search of 
 data and its acquisition are still not well settled. 


2.10.4   The  question  is,  how  should  provisions  of  section  132  of  the  I  T  Act  apply  to  the 
retrieval  of  data  from  data  storage  devices?  The  dynamics  of  computer  searches  turn 
out  to  be  substantially  different  from  the  dynamics  of  conventional  searches.  The 
entire-search,  identification  of  evidence-seizure  dynamic  of  premises  searched  is 
replaced  by  things  like  scan,  acquisition,  search  and  identification  of  evidence 
dynamics. Computer  forensics  analysis  is  typically  performed  subsequent  to  a 
search operation at the Income-tax Office or cyber forensics laboratory. Weeks or 
months after the computer has been seized from the target‟s premises, an analyst 
may comb through the world of information inside the  computer and try to find 
the relevant evidence. 



(34)2.10.5   Computer  searches  and  premises  searches  are  similar  fundamentally  in  so  far  as,  in 
 both  cases,  the  search  teams  attempt  to  find  and  retrieve  useful  information  hidden 
 inside a closed container. However, the process of searching computers turns out to be 
 considerably different from the process of searching physical spaces. 


2.10.5.1 For a physical item, the combing action is generally concluded at the premises itself, 
 exact physical evidence or asset is identified and seized at the premises searched. For 
 example, if the search team is looking for unaccounted jewellery - it will enter in to the 
 premises  -  search  each  and  every  room  -    in  each  room  it  will  search  for  various 
 containers/secret places such as almirah, lockers, etc., - in almirah, lockers, etc., it will 
 look  for  jewellery  –  make  an  attempt  to  find  out  the  jewellery  which  is  unaccounted 
 and seize the unaccounted jewellery.  


2.10.5.2 In case some almirah or lockers are found locked – the search team will either break 
 open the same and will look for the jewellery or put prohibitory order and subsequently 
 after  opening  the  almirah  /  locker/  room  complete  the  search  and  seizure  procedure. 


Thus, in our situation only the relevant asset will be seized. 


2.10.5.3 Just  because  20  boxes  are  found  in  a  premise  would  not  mean  seizure  of  all  20 
 boxes.  Physically  also  this  is  not  possible.  The  search  team  applies  its  skills  and 
 discretion at the premises to make specific seizure. 


2.10.5.4 Similarly the physical documents are also checked and the relevant documents only 
 are  seized.  Even  if  the  identification  of  relevant  documents  is  not  précise,  the 
 authorized officer uses his experience and skills to at least exclude the totally irrelevant 
 documents  and  make  seizure  of  only  those  documents  which  are  found  relevant  or 
 which at least has a possibility of being relevant. Thus, the search and seizure action of 
 physical item is quite specific.  


2.10.5.5  Though  the  computer  search  and  physical  search  of  a  place  are  similar 
fundamentally because the search team attempts to find and retrieve relevant evidence 
hidden inside the computer. Search of a computer is easy as well as difficult for many 
reasons. In computers, just like 20 boxes in above example, there may be thousands of 
folders. The authorized officer may not know as to in which folder relevant documents/ 



(35)information  is  lying.  He  can  however,  acquire/seize  entire  data  if  he  chooses  to.  But 
 identification of specific and relevant data is very time consuming job and possibly can 
 not be completed in the premise itself in most of the cases.  The authorized officer‘s 
 task, therefore is to first scan various devices to identify the device which may contain 
 relevant  evidence  and  acquire  them,  instead  of  acquiring  each  and  every  device 
 containing  digital  evidence. It  is  required  to  be  done  in  a  manner  that  proper 
 balance  is  struck  between  indiscriminate  acquisition/  seizure  of  huge data  which 
 will make task of identification of relevant evidence tougher and at the same time 
 ensuring acquisition of data from device wherever there is a possibility of locating 
 relevant evidence. 


2.10.6   There are 4 basic differences between premises searched and computer search i.e., the 
 environment, copying procedure, the storage mechanism and the retrieval mechanism, 
 which  authorized  officer  should  understand.  This  will  help  him  make  an  appropriate 
 decision in identifying the relevant data which needs to be acquired/ seized. 


A.   The Environment: Premises vs. Hard Drives    


Premises offer predictable, specific and discrete physical regions for physical searches. 


A search team can enter through a door or window and can walk from room to room. 


They  can  search  individual  rooms  by  observing  their  contents,  opening  drawers  and 
 other containers, and rummaging them.  


Computer  storage  devices  are  different.  They  come  in  many  forms,  including  hard 
 drives, floppy disks, thumb drives, Zip disks etc..  All these devices perform the same 
 basic  function:  they  store  zeros  and  ones  that  a  computer  can  convert  into  letters, 
 numbers and symbols. Every letter, number or symbol is understood by the computer 
 as a string of eight zeros and ones. For example, the upper-case letter ―M‖ is stored by 
 a computer as ―01001101,‖ and the number ―6‖ as ―00110110.‖  Each string is known 
 as  a  ―byte‖  of  information  and  the  number  of  bytes  represents  the  total  storage 
 available  on  a  storage  device.  For  example,  a  forty  gigabyte  hard  drive  can  store 
 roughly forty billion bytes, or about 320 billion zeroes and ones 


While  houses  are  divided  into  rooms,  computers  are  more  like  virtual  warehouses. 


When a user seeks a particular file, the operating system must be able to  find the file 
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 drive  into  discrete  sub  parts  known  as  ―clusters‖  or  ―allocation  units.‖  Different 
 operating  systems  use  clusters  of  different  sizes;  typical  cluster  sizes  might  be  four 
 kilobytes  or  thirty-two  kilobytes.  A  cluster  is  like  a  filing  cabinet  of  a  particular  size 
 placed in a storage warehouse. Just as a filing cabinet might store particular items in a 
 particular  place  in  the  warehouse,  the  operating  system  might  use  a  cluster  to  store  a 
 particular  computer  file  in  a  particular  place  on  the  hard  drive.  The  operating  system 
 keeps a list of where the different files are located on the hard drive; this list is known 
 as the File Allocation Table or Master  File Table (MFT), depending on the operating 
 system.  When  a  user  tells  his  computer  to  access  a  particular  file,  the  computer 
 consults that master list and then sends the magnetic / optical heads over to the physical 
 location of the correct cluster. 


The search of data on digital  device thus  can be made by  examining data lying on it, 
 which is  a very time-consuming job.  Thus,  a preliminary search at the premises is 
 generally followed by a detailed search subsequently, while in the case of search of 
 premises, the search has to be finally concluded before the search party leaves the 
 premises. The decision of assessing officer to acquire/seize data from various devices 
 should take into account this flexibility. 


B.  The Copying Process: 


When a search team searches a premises, the premises and assets it searches typically 
 belong to the target of the investigation. Once again, computers are different. To ensure 
 the  evidentiary  integrity  of  the  original  evidence,  the  computer  forensics  process 
 always begins with the creation of a perfect ―bitstream‖ copy or ―image‖ of the original 
 storage device saved as a ―read only‖ file. All analysis is performed on the bitstream 
 copy instead of the original.  The actual  search occurs on the department‘s computer, 
 not on the searched party‘s. 


A  bitstream  copy  is  different  from  the  copy  users  normally  make  when  copying 
individual  files  from  one  computer  to  another.  A  normal  copy  duplicates  only  the 
identified file, but the bitstream copy duplicates every bit and byte on the ―target‖ drive 
including  all  files,  the  ―slack  space‖,  Master  File  Table  and  metadata  in  exactly  the 



(37)same order as they appear on the original. Thus, the copying procedure ensures that all 
 relevant  as  well  as  irrelevant  information  stored  on  computer  are  acquired.  Thus, 
 identification of relevant devices is the key once a device containing relevant data 
 is identified, copy of entire device is generally required to be made. 


C.   The Storage Mechanism: The Premises vs. Computer Storage 


The  third  important  difference  between  computers  and  premises  concerns  how  much 
 they can store and how much control people have over what they contain. Premises can 
 store anything  including computers of course,  but their size tends to limit the amount 
 of evidence they can contain. A room can only store only a limited number of packages 
 and a premises can only contain limited number of rooms. Further, individuals tend to 
 have  considerable  control  over  what  is  inside  their  premises.  They  can  destroy 
 evidence and usually know if it has been destroyed. Computers can only store data, but 
 the amount of data is staggering. 


While  computers  are  compact  at  a  physical  level,  every  computer  is  akin  to  a  vast 
 warehouse  of  information.  Computers  are  also  remarkable  for  storing  tremendous 
 amount  of  information  that  most  users  do  not  know  about  and  cannot  control.  For 
 example, forensic analysts can often recover deleted files from a hard drive. 


Computer  operating  systems  and  programs  also  generate  and  store  a  wealth  of 
 information  about  how  the  computer  and  its  contents  have  been  used.  As  more 
 programs  are  used,  those  information,  called  ‗metadata‘,  become  broader  and  more 
 comprehensive. For example, the popular Windows operating system generates a great 
 deal of important metadata about exactly how and when a computer has been used.  


Common  word  processing  programs  such  as  WordPerfect  and  Micro-soft  Word 
 generate temporary  files that permit  analysts to  reconstruct  the development  of a file. 


Word processing documents can also store data about who created the file, as well as 
the  history  of  the  file.  Similarly,  browsers  used  to  surf  the  World  Wide  Web  (www) 
can store a great deal of detailed information about the user‘s interests, habits, identity, 
and online whereabouts, which often the user also may not be aware of. Browsers are 
typically programmed to automatically retain information about the websites which the 



(38)users  have  visited  in  recent  weeks. Understanding  the  above,  will  help  authorized 
 officer to take more appropriate decision in identification of crucial devices from 
 where data is to be acquired. 


Importantly,  the  person  in  control  of  physical  premises  knows  and  has  control  over 
 what has been stored in the premises. But he has a very limited control and knowledge 
 about what is stored in the computer. 


D.   The Retrieval Mechanism: Physical vs. Logical 


Conducting  physical  search  of  a  premise  generally  requires  physical  search  of  all 
 processes  where  recovery  of  the  evidence  for  which  search  operation  is  mounted  is 
 possible. Search team look from room to room for the evidence sought in the warrant. 


If the evidence sought is large, the search team will plan its search accordingly: If they 
 are  looking  for  a  stolen  car,  for  example,  they  can‘t  look  inside  a  suitcase  to  find  it. 


After the search team has searched the space for the items sought, the search is done, 
 and the search team will leave.  


Computer searches tend to require fewer people but more time. Analysis of a computer 
 hard drive takes as much time as the analyst has to give it. 


In  contrast  to  physical  searches,  digital  evidence  searches  generally  occur  at  both  a 


―logical‖  or  ―virtual‖  level  and  a  ―physical‖  level.  The  distinction  between  physical 
 searches  and  logical  searches  is  fundamental  in  computer  forensics:  while  a  logical 
 search  is  based  on  the  file  systems  found  on  the  hard  drive  as  presented  by  the 
 operating  system,  a  physical  search  identifies  and  recovers  data  across  the  entire 
 physical drive without regard to the file system. 


The  differences  between  computer  searches  and  traditional  physical  searches  raise 
 difficult questions about the rules that should govern computer searches and seizures. 


Generally it is more difficult to plan a computer search ex ante; the search procedures 
are  more  flexible  than  procedures  for  physical  searches,  and  they  are  more  of  an  art 
than a science. 
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2.12  Other important aspects of handling digital evidence 


Just  like  in  the  case  of  a  conventional  documentary  evidence,  merely  gathering  electronic 
 evidence is not sufficient. It needs to be analyzed in the context of the facts of the case and  
 relevant  information  needs  to  be  extracted.  Efforts  have  been  made  to  corroborate  the 
 contents  therein  with  material  and  oral  evidences  to  reach  to  a  conclusion  useful  for,  or 
 relevant  to  the  proceedings  under  the  Act.  Unlike  documentary  evidence,  extracting 
 information is a tricky job in the case of a digital evidence as it can be password protected, 
 encrypted  or  hidden.  Further  data  may  be  properly  visible  only  with  the  help  of  specific 
 operating system or software. Thus, some other important aspects need careful consideration 
 while handling digital evidence, which are briefly discussed here: 


2.12.1  Preliminary  and  detailed  statements  of  the  persons  in  control  of  computers/ 


electronic devices (including system administrator)  would be very important.  In preliminary 
 statements information regarding the hardware, operating systems, software and topography 
 of the computers, various users and their roles and passwords should be extracted. 


2.12.2  The surrounding of the computers can sometimes prove very crucial. The search party 
 should carefully look for: 


i)  Computer Printouts in room, on table, in drawers, in dustbins, etc. 


ii)  Passwords: On casing of computers, on tabletops, stickers, walls etc. 


iii)  Manuals and reference books pertaining to computers 


iv)  Physical  Evidence such  as  documents, visiting  cards, scribbling pads etc. On 
 examination, relevant physical evidence should be seized.  


2.12.3  Under  Income  tax  Act, Section  132(1)  (iib)  has  been  specifically  brought  in  to 
 remove difficulties in handling digital evidences found during the course of the search. This 
 section requires  any  person  who  is  found  to  be  in  possession  or  control  of  any  books  of 
 account  or  other  documents  maintained  in  the  form  of  electronic  record,  to  afford  the 
 authorized officer the necessary facility to inspect such books of account or other documents. 


Thus,  such  person  is  obliged  under  law  to  provide  all  facilities  to  access  the  data  inside, 
which  include  disclosing  the  passwords,  details  of  OS  and  software  and  their  functioning 
besides the physical access. 



(40)Further,  provisions  of section  275B  make  failure  to  comply  with  provisions  of  section 
 132(1)(iib) a punishable offence by imprisonment up to two years.  


Thus,  if  the  authorized  officer  is  unable  to  open  or  have  access  to  files  containing 
 books of account or documents maintained on electronic media,  the person  incharge of the 
 premises  shall  be  asked  to  make  available  such  computer  codes  or  passwords  in  statement 
 under oath, bringing such provisions to his notice. The denial or deliberate non-furnishing of 
 such  passwords  /  secret  codes  must  be  brought  out  in  the  statement  recorded  by  the 
 authorized officer.  The evidence regarding the presence of Panchas, and their statements as 
 witnesses,  recorded contemporaneously,  would be important  to establish  the commission  of 
 offence under this  section. Further,  there are  a  few   provisions under   IPC also,  which may  
 be  invoked,  in  case  of  non-cooperation  in  the  form  of  hiding  information  or  furnishing 
 misleading information in sworn statements. 


2.12.4    It may be mentioned that if a person who is in control / possession of books of 
 account  /  documents  in  electronic  media,  destroys  the  same  to  prevent  their  access  by  the 
 authorized officer, it would constitute an offence u/s 204 of IPC.  



2.13    Seizure of original device vs. Acquisition of data 


a)  In  Income-tax  Law,  the  ―seizure‖  of  documents  etc.,  in  the  form  of  digital  storage 
 device  means  seizure  of  original  device.  Thus,  for  the  crucial  digital  evidence, 
 wherever possible seizure of original device is recommended.  


b)  However  one  should  understand  that  all  computer  data  is  a  copy.  Computer  hard 
drives work by generating copies; accessing a file on a hard drive actually generates a 
copy  of  the  file  to  be  sent  to  the  computer‘s  central  processor.  More  broadly, 
computers  work  by  copying  and  recopying  information  from  one  section  of  the 
machine to another. From a technical perspective, it usually makes no sense to speak 
of  having  an  ―original‖  set  of  data.  Generating  and  analyzing  bit-stream  copies  are 
routine  parts  of  the  forensics  process,  and  no  court  has  ever  considered  copies  as 
different  from originals.  In terms of evidentiary  value, the copy/clone made with  bit 



(41)flow technology using proper forensic tools is as good as original and is recognized as 
 such  in  the  Information  Technology  Act  2000  read  with  Indian  Evidence  Act. 


Therefore, seizure of original device may be done selectively. But it should be kept 
in mind that such acquisition  of data by making copy/clone may not amount to 
seizure of data as per the present provisions of Income Tax Act 1961 e.g section 
153C of I T Act 1961. 



(42)
Chapter 3 



Introduction to Digital Evidence Investigation & 



International Best Practices 


Digital  Evidence  is  highly  fragile  and  can  be  tampered  easily  and  precautions  are 
required  during  the  search,  collection,  preservation,  transportation  and  examination  of 
evidence. The flow chart for Digital Evidence is given below: 
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